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Deploying Ekran System

The following steps are required for successful installation of Ekran System. Please see detailed
instructions on deploying the system in the manual.

Step 1. Configure the computer where Management Tool will be installed.

1.1.Turn on the Internet Information Service (1IS) on your computer.

1.2.Install .NET Framework 4.5.

1.3. Configure the Internet Information Service.

1.4. Generate a self-signed certificate or import the purchased one.

1.5.Export a self-signed certificate and add it to Trusted Root Certification Authorities.
1.6.Set HTTPS binding for default web-site.

Step 2. Install the Server.

2.1.For MS SQL database, install the full edition of MS SQL Server 2008 or higher with standard
license or higher.

2.2.If the Server is not installed on the same computer with the Management Tool, install .NET
Framework 4.5.

2.3.During installation, select the type of database (MS SQL or Firebird) and define the
administrator’s password that will be used when opening the Management Tool.

2.4.1f during Server installation Firewall was turned off, add Server executable to the list of
Firewall exceptions.

Step 3. Install the Management Tool.

3.1 If access to the Management Tool is performed from other computers, configure Firewall to
enable remote access to the Management Tool.

Step 4. If the Clients are installed remotely on Windows operating system via the Management Tool,
configure the computer where the Clients will be installed.

4.1.Make sure shared folders are accessible on the remote computer. For workgroup
computers, simple file sharing must also be disabled.

4.2.Make sure the Server and Remote Procedure Call (RPC) system services are running on the
target computer.

4.3. Configure Firewall on the target computer for remote Client installation.

Step 5. Install the Windows Clients.

5.1.0pen the Management Tool: open the browser and enter https://<name of the computer or
IP on which the Management Tool is installed>/<URL address that has been specified during
the Management Tool installation> in the address line. For example, https://john-
pc/MyMonitoringSystem.
Log in as admin using the password set at the Server installation.

5.2.Install the Clients remotely from the Management Tool.

Step 6. Install the Linux Clients.
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6.1.0pen the Management Tool: open the browser and enter https://<name of the computer or
IP on which the Management Tool is installed>/<URL address that has been specified during
the Management Tool installation> in the address line. For example, https://john-
pc/MyMonitoringSystem.
Log in as admin using the password set at the Server installation.

6.2.Download Client installation files from the Management Tool.

6.3.Install the Clients locally using the Linux command line.

Step 7. License the Clients.

Step 8. Install Tray Notifications application if necessary.

Appendices

Appendix 1. Turning on Internet Information Service (l1S)
Turning on IS for Windows 8, Windows 7, and Windows78

To turn on the Internet Information Service for Windows 8, Windows 7, and Windows Vista, do
the following:

1. Select Control Panel > Programs and Features (Program uninstallation).

[} Programs and Features - =
{{_-:.I * T ﬁ' » Control Panel » Programs » Programs and Features AN Search Programs and Features 0O

Contrel Panel Home

Uninstall or change a program

View installed updates Te uninstall & program, select it fram the list and then click Uninstall, Change, or Repair,
B Turn Windows features en or
off

Organize « = B
Install & program from the

network MNarme (-
9 7-Zip 9.20
% Adobe Photoshop C52
B8 2dcbe Reader X1 (11.0.07) v
£ >

'-""‘f Currently installed programs Total size: 1,97 GB
g 30 programs installed
A

2. Click the Turn Windows features on or off navigation link.
3. The Windows Features window opens.

4. Inthe features tree-view, select the Internet Information Services check box.
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Windows Features = b

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear
its check box. A filled box means that only part of the feature is
turned on.

|m| | | Internet Information Services M
L] | Internet Information Services Hostable Web Core
] | Legacy Components v

| oK || Cancel

5. Click OK.
Turning on IS for Windows Server 2008 and Windows Server 2008 R2

To turn on the Internet Information Service for Windows Server 2008 and Windows Server 2008
R2, do the following:

1. Inthe Start menu, select All Programs > Administrative Tools > Server Manager.

2. Inthe navigation pane, select Roles, and then click Add Roles.

E__ Server Manager

File Action iew Help

e« 7= >

%} ‘Wiew the health of the roles installed on vour server and add or remove roles and Features.

+ Configuration
fis

':‘}:' Roles Summary ﬂ Roles Summary Help

':‘:L:' Roles: 0cof 17 installed

3= Remove Raoles

3. The Add Roles Wizard opens.
4. On the Before You Begin page, click Next.
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Add Roles Wizard =

This wizard helps wou install roles on this server, You determine which roles to install based on the basks you

Server Roles want this server ko perform, such as sharing documents or hosting a Web sike,
Confirmation Before you continue, verify that:
Progress

+ The Administrator account has a strong password
Results + Network settings, such as static IP addresses, are configured
+ The latest security updates fram Windows Update are installed

If wou have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again,

To continue, click Mext,

r Skip this page by default

= Previous | Mext = I Install Cancel

5. On the Server Roles page, select Web Server (l1S), click Next, and then go to the Role Services
page to start configuring Web Server (lIS).

Add Roles Wizard x|

Select one or more roles ko install on this server,

Roles: Descripkion:
. . e . i I
Web Server (II5) [] Active Directory Certificate Services Web Server (II5) provides a reliable,

manageable, and scalable Web

Fole Services L] Active Directory Domain Services application infrastructure.

D Active Directory Federation Services

Camtimtian [] active Directory Lightweight Directory Services
Progress D Active Directory Rights Management Services
Results [] Application Server

[ DHCP Server

[] DM Server

[ Fax Server

] File Services

[] Hyper-v

[] metwork Policy and Access Services
[] Print and Document Services

[] Remote Desktop Services

] windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel
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Turning on IS for Windows Server 2012

To turn on the Internet Information Service for Windows Server 2012, do the following:
1. Inthe Start menu, select Server Manager.

2. Inthe navigation pane, select Dashboard, then click Manage > Add roles and features.

Server Manager * Dashboard 2| I semge  Took

B Local Server

ii All Servers

0 Configure this local server

| 2 Add roles and features | o

3 Add other servers to manage

¥§ File and Storage Services P

QUICK START

WHAT'S NEW
4 Create a server group

Hide

LEARN MORE

3. The Add Roles and Features Wizard opens.
4. On the Before You Begin page, click Next.

DESTIMATION SERVER

Before Yyou begiﬂ iWIN20T2 subnett Jocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, ar
features to install based on the computing needs of your organization, such as sharing decuments, ar
Installation Type hasting a website,

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Befare you continue, vernfy that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous | | MNext = | | Install | | Cancel

5. On the Installation type page, select Role-based or feature-based installation, and then
click Next.
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aviWINZ2012 subnet local

Select installation type

Before You Begin Sel qu the installation .type.. You can in51.:a Il roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).

; @ Role-based or feature-based installation
Server selection ; ) .
Configure a single server by adding rales, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deplayment.

6. On the Server Selection page, select Select a server from the server pool, select your server
from Server Pool list, and then click Next.

DESTINATION SERVER
aviWIM2012 subnati.local

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type
() Select a virtual hard disk

Server Roles Server Pool

Features
Filter:

Name IP Address Cperating System

aviWIN2012.subnetl.local  192.168.100.10  Microsoft Windows Server 2012 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous | | Next > | | Install | | Cancel

7. On the Server Roles page, select Web Server (11S), click Next and then click Add Features to start
configuring Web Server (lIS).
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Select server roles wWIN2012 subrt Socl

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection . _ i . Web Server (IIS) provides a reliable,
[] Active Directory Rights Management Services manageable, and scalable Web

[] Application Server application infrastructure,
[] DHCP Server
Web Server Role (I1S) [ DNS Server

Role Services [ Fax Server
Confirmation [®] File And Storage Services (Installed)
[] Hyper-v
[[] Metwork Policy and Access Services

Featuras

[] Print and Document Services

[ Remote Access

[[] Remote Desktop Services

[1 volume Activation Services
Neb Server (lIS)

[[] Windows Deployment Services

[[] Windows Server Update Services

W

< Previous | | Next = | | Install | | Cancel
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Appendix 2. Configuring Internet Information Service (11S)

Windows 8

Make sure that all the following check boxes are selected in
the Windows Features window and then click OK:

e _.NET Framework 3.5 and .NET Framework 4.5
Advanced Services;

= 1 MET Framework 3.5 (includes \MET 2.0 and 3.0]
| Windows Communication Foundation HTTP Activation
1 Windows Communication Foundation Mon-HTTP Activa
[w] |8 MET Framewaork 4.5 Advanced Services

¢ Internet Information Services > Web Management
Tools > IIS Management Console;
=L | Internet Information Services
| 1. FTP Server
= E|_|. Web Management Tools

[l {5 115 b Management Compatibility

11 15 Management Console

¢ Internet Information Services > World Wide Web
Services > Application Development Features >
ASP.NET 3.5 and ASP.NET 4.5;
| .NET Extensibility 3.5
| NET Extensibility 4.5
| | Application Initialization
(1)) asp

) EXGES

[] |, ASP.MET 4.5

e Internet Information Services > World Wide Web
Services > Common HTTP Features > Static Content.

= [=] 1 Common HTTP Features
| Default Document
[}, Directory Browsing
[} HTTP Errors
! | HTTP Redirection

|5 Static Content

Windows Vista/Windows
7

Make sure that all the following check boxes are selected in
the Windows Features window and then click OK:

¢ Internet Information Services > Web Management
Tools > IIS Management Console;

g [ . Internet Information Services
[ . FTP Server
= [l .. Web Management Tools
[] |, IS 6 Management Compatibility

I8 115 Management Console
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e Internet Information Services > World Wide Web
Services > Application Development Features >
ASP.NET;

= [l . World Wide Web Services
=1 . Application Development Features
. MET Extensibility
[] ). AsP

W] Asp.NET

¢ Internet Information Services > World Wide Web
Services > Common HTTP Features > Static Content.

=R . Common HTTP Features
.. Default Document
|, Directory Browsing
. HTTP Errors
[ . HTTP Redirection
| Static Content

Windows Server 2008

1. In the Add Roles Wizard window, on the Role Services page,
make sure that the following check boxes are selected:
e Common HTTP Features > Static Content;
e Application Development > ASP.NET.

= |E| Common HTTP Features
[] Static Content
[¥] Default Document:
[/] Directory Browsing
[#] HTTP Errars
[] HTTP Redirection
[] wehDay Publishing
= [ application Development

2. Click Next and then click Add Required Role Services.

3. On the Role Services page, make sure that the following
check boxes are selected:
e Management Tools > IIS Management Console.
= & Management Tools

113 Management Console
[ ] 115 Management Scripks and Tools

4. Click Next and then click Install.
5. After the end of installation, click Close.

Windows Server 2012

1. In the Add Roles and Features Wizard window, on the
Server Roles page, make sure that the Web Server (lIS)
check box is selected and then click Next.
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5.
6.

7.
8.

| eb Server (IS

. On the Features page, make sure that the following check

boxes are selected:

e .NET Framework 3.5 Features (Installed) > .NET
Framework 3.5;

e .NET Framework 4.5 (Installed) > ASP.NET 4.5.

4 [H] NET Framewark 3.5 Features (Installed)
.NET Framework 3.5 (includes \NET 2.0 and 3.0)
[] HTTP Activation
[] Non-HTTP Activation
4 [H] NET Framewark 4.5 Features (Installed)
.NET Framework 4.5 (Installed)

| v AR

. Click Next.
. On the Web Server Role IIS page, click Next.
. On the Role Services page, select the ASP.NET 4.5 check box

(under Application Development).

4 [ Application Development
[] .MET Extensibility 3.5
[ .MET Extensibility 4.5
[ Application Initislization
] ase
] ASP.NET 35

Click Next and then click Add Features.

On the Role Services page, make sure that the following

check boxes are selected:

e Application Development > .NET Extensibility 4.5 > ASP
> NET 4.5 > ISAPI Extensions > ISAPI Filters.

4 Application Development
[] .NET Extensibility 3.5
NET Extensibility 4.5
[] Application Initialization
[ asp
[] ASP.NET 35
L] cal
ISAPI Extensions
ISAPI Filters

Click Next and then click Install.
After the end of installation, click Close.
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Appendix 3. Adding Certificate to Trusted Root Certification Authorities

Before adding the self-signed certificate to the Trusted Root Certification Authorities, it should be
exported. For purchased certificates that were issued for your computer this procedure is not
needed.

To add the certificate to the Trusted Root Certification Authorities, do the following:
1. Press Windows+R, type mmc in the Run text box and press Enter.
2. Inthe opened User Account Control window, click Yes.

3. Inthe Console window, select File > Add/Remove Snap-in.

= Console1 - [Console Root] - U
ﬁm Action View Favorites Window Help EEE
@ MNew Ctrl+N
E Open... Ctrl+Q Name Actions

Save Ctrl+5

Save As... There are no ite.ms to show in this Console Root *

view. Muore Actions 4
|I Add/Remove Snap-in... Ctrl+M I

Options...

1 compmgmt.msc

2 eventvwr.msc

3 wf.msc

Exit
4. Inthe opened Add or Remove Snap-ins window, select Certificates > Add.

Add or Remove Snap-ins H

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor ~ [ console Root Edit Extensions...

.| Active Control Microsoft Cor...

= Eemove
&+ 4 Authorization Manager  Microsoft Cor...
|G Certfcates ] Microsoft Cor...
= Component Services  Microsoft Cor,.. Mowe Up
EComputer Managem... Micosoft Cor...
Move Down

g4 Device Manager Microsoft Cor...
Add =
=% Disk Management

Microsoft and...
@ Ewvent Viewer Microsoft Cor...
|| Folder Microsoft Cor...

5. Inthe opened Certificates snap-in window, select Computer account and click Next.
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Certificates snap-in ﬂ

This snap4n will always manage cerificates for:
() My user account

() Service accourt

6. Inthe opened Select Computer window, select Local computer: (the computer this console is
running on) and click Finish.

Select Computer “

Select the computer you want this snap4n to manage.

Thig snap-n will always manage:

(®)iLocal computer: fthe computer this consale is running onk

() Another computer: Browse...

[ Mlow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

7. Inthe Add or Remove Snap-ins window, click OK.

Add or Remove Snap-ins “

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:
Snap-n Vendor ~ [ console Root Edit Extensions...
=" ActiveX Control Microsoft Cor... Eﬁ] Certificates (Local Computer) e —
Authorization Manager Microsoft Cor... -
Gl Certificates Microsoft Cor...
#.Component Services  Microsaft Cor... Move Up
E]Computer Managem... Microsoft Cor...
ﬂDevioe Manager Microsoft Cor... R LG
=7 Disk Management Microsoft and. ..
g Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
_§J Group Policy Object ... Microsoft Cor...
(E@Internet Informatio... Microsaft Cor...
@ IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor... o Adyanced. ..
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

K | | Cancel

8. Inthe Console window, expand the Certificates (Local computer) node.
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9. In the Certificates (Local computer) tree-view, find the Trusted Root Certification Authorities
node.

=} Consolel - [Console Root] = d
ﬁ File Action View Favorites Window Help ||:|@E|

=
| Console Root MName Actions

“ Eﬁ] C_ertificates (Local Computer) 5 Certificates (Local Computer) Console Root a
> Personal | T
i || Trusted Root Certification Authorities || Mare Actions 3
&> | Enterprise Trust
i || Intermediate Certification Authorities

10. In the right-click menu of the Trusted Root Certification Authorities node, select All Tasks >

Import.
=) Console1 - [Console Root] - O
ﬁ File Action View Favortes Window Help |EE|IE|
= |
7] Console Root MName Actions
4 Eﬁl C_ert|f|cates (Local Computer) Iﬁl Certificates (Local Computer) Console Root -
> || Personal _
b [] Trusted Root Certificatinn Authorities More Actions 4
[ j Enterpri;eTrugt Find Certificates... '
1+ || Intermediate Certificat ] =
- .3
o [ Trusted Publishers All Tasks Find Certificates.
i [ ] Untrusted Certificates Mew Window from Here
[ || Third-Party Reot Certi
i+ [] Trusted People Refresh
i ,_‘_‘| Client Authentication Help
[ || Remote Desktop

11. The Certificate Import Wizard opens.
12. On the Certificate Import Wizard Welcome page, click Next.
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(«) 2 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

® | ocal Machine

To continue, dick Next.

13. On the File to Import page, click Browse to find the certificate to be imported and then click
Next.

(© = Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:
C:\Users\ali ce \Desktop\Ekran\, certificate.pfi | | Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store ((SST)

Mext || Cancel

14. On the Private key protection page, enter the certificate password and then click Next.
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@ & Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[] Display Password

Import options:

Enable strang private key protection. You will be prompted every time the
private key iz uzed by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Mesxt || Cancel

15. On the Certificate Store page, click Next.

@ = Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store:

| Trusted Root Certification Authorities | | Browse,..

MNext || Cancel

16. On the last page of the Certificate Import Wizard, click Finish.
17. In the confirmation message, click OK.
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& File Action

Consolel - [Console Root] -

View Favorites Window

BEE

Help

| Console Root
4 Eﬁ] Certificates (Local Computer)
> [ Personal
| Trusted Reot Certification Authorities
|1 Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
] Untrusted Certificates
|| Third-Party Root Certification Authorities
] Trusted People
] Client Authentication lssuers
[ "] Remote Desktop
| Smart Card Trusted Roots
7 SMs
| Trusted Devices
] Web Hosting
| Windows Live ID Token |ssuer

Actions
Console Root o
Meore Actions »

Mame

ﬁ Certificates (Local Computer)

o The import was successful.

18. The certificate is imported and is displayed in the Console window in the Certificates node.
Please note that the Issued To field contains the name of the computer, on which the
Management Tool will be installed in the format that will be used when opening the

Management Tool.
& Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] = = “
& File Action View Favgrites Window Help [=1&]x]
[Z] Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name ~ || Actions
4 Gl Certificates (Local Computer) IDigiCert High Assurance EV Ro...  DigiCert High Assurance EV Root .. 11/10/2031 Server Authenticati... DigiCert
> [ Personal [ Entrust.net Secure Server Certifi... Entrust.net Secure Server Certifica...  5/25/2019 Server Authenticati.. Entrust More Actions »
+ Cplusted Root Cetffication Authorities [5JEquifax Secure Certificate Auth... Equifax Secure Certificate Authority 8/22/2018 Secure Email, Serve..  GeoTrust
s T 3)GeoTrust Global CA GeoTrust Global CA 5/21/2022 Server Authenticati..  GeoTrust Global CA olivia-pc -
» £ Intemediate Cetification Authorties [5)GeoTrust Primary Certification ... GeoTrust Primary Certfication Au... 12/2/2037 Server Authenticati... GeoTrust Primary C More Actions »
» ) Trusted Publishers 5] Globalsign Root CA GlobalSign Root CA 1/28/2028 Server Authenticati..  GlobalSign
» [ Untrusted Certificates [5G0 Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au... 6/29/2034 Server Authenticati.. Go Daddy Class 2 C...
[ Third-Party Root Certification Authorities || Ca GTE CyberTrust Global Root GTE CyberTrust Global Root 8/14/2018 Secure Email, Client... GTE CyberTrust Glo...
» [ Trusted People http: valicert.com/ P com/ 6/26/2019 Secure Email, Serve...  Starfield Technolog
» [ Client Authentication Issuers Tllocalhost localhost 5/27/2034 Server Authenticati..  Skype Click to Call
» [] Remote Desktop SIMicrosoft Authenticade(tm) Ro... Microsoft Authenticode(tm) Root... 1/1/2000 Secure Email, Code .. Microsoft Authenti
5 [] Smart Card Trusted Roots SIMicrosoft Root Authority Microsoft Root Authority 12/3172020 <All> Microsoft Root Aut...
b [ sMs lMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/10/2021 <All> Microsoft Root Cet.
& [ Trusted Devices [Z4/Microsoft Root Certificate Auth.. Microsoft Root Certificate Authori... 6/24/2035 <All> Microsoft Root Cert...
i [] Web Hosting [SiMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori...  3/23/2036 <All> Micresoft Root Cert..
& [ Windows Live ID Token Issuer [Slninja ninja 11/1872011 <All> <None>
i VeriSign Time Stam
A - rustwave
[5;lStarfield Class 2 Certification A..  Starfield Class 2 Certification Auth... 6/28/2034 Server Authenticati.. Starfield Class 2 Cer..
[5]Starfield Root Certificate Autho... Starfield Root Certificate Authorit..  1/1/2038 Server Authenticati.. ~Starfield Root Certif...
[]StartCom Certification Authority ~ StartCom Certification Authority  8/17/2036 Server Authenticati..  StartCom Certificati
Zllocalhost localhost 5/27/2034 Server Authenticati..  Skype Click to Call
=1 Thaurte Dremiim Censer A Thaute Dramiiim Senver A 1719071 Senver Aithentic o+ Hhoude
< >

Trusted Root Certification Authorities store contains 43 certificates,

19. Close the Console window.

Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] -

[&@ File Action View Favorites Window Help [=[=]x]
[ Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name ~ || Actions
a5 ;’tp‘f“m‘ I(Lm' Computer) 5] AddTrust External CA Root AddTrust External CA Root 5/30/2020 Server Authenticati.. USERTrust [ N
& [ Persana | Certificates .~
Baltimare CyberTrust Root Baltimore CyberTrust Root 5/13/2025 Server Authenticati... Ealtimore CyberTru... .
4 [ Trusted Root Certification Authorities &l ¥ ¥ ¥ More Actions
& Cationtes 5l Certum CA Certum CA 6/11/2027 Server Authenticati.. Certum
» [ Enterprise Trast 5] Class 2 Primary CA Class 2 Primary CA r20g Secure Email, Serve..  CertPlus Class 2 Pri..
4 53] Class 3 Public Primary Certificat... 8/2/2028 Secure Email, Client... VeriSign Class 3 Pu...

& [ Intermediate Certification Autharities

» [ Trusted Publishers I g
& ] Untrusted Certificates 55l Copyright (c) 1997 Microsoft C... Microsoft Management Console i Microsoft Timesta...
& [ Third-Party Root Certification Authorities || —n DEV-CA P <Mone>
b [ Trusted People [l dev-DC-01-CA d <MNone>
» [ Client Authentication Issuers 3] DigiCert Assured ID Root CA by B Save console settings to Console1? DigiCert
» [] Remote Desktop [ DigiCert Global Root CA by o DigiCert
» [] Smart Card Trusted Roots [l DigiCert High Assurance EV Ro... © DigiCert
b ] sms [SEntrust.net Secure Server Certifi.. E Entrust
; - Yes No || Cancel
&[] Trusted Devices [l Equifax Secure Certificate Auth... E GeoTrust
i [ Web Hosting [5) GeoTrust Global CA GeoTrust Global CA
» [ Windows Live ID Token Issuer [ GeoTrust Primary Certification .. GeoTrust Primary Certification Au... 12/2/2037 Server Authenticati... GeoTrust Primary C..

www.ekransystem.com
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Appendix 4. Setting HTTPS Binding for a Default Web-Site

To set HTTPS binding for a default web-site, do the following:
1. Open the Internet Information Service Manager:

e For Windows 7 or Windows 8: Open Computer > Manage > Services and Applications >
Internet Information Services (lIS) Manager.

e For Windows Server 2008 or 2012: Press Windows+R, enter inetmgr in the Run window
and then press Enter.

NOTE: Using the inetmgr command is a common way of opening the Internet
Information Service Manager for any version of the Windows operating system.
Expand the node with the name of the target computer in the central pane.
Expand the Sites node.
Select the Default Web Site.

NOTE: If there is no such site in the Internet Information Services (11S) Manager of your
computer, you can select any other site (the name of the site does not matter).

A Computer Management = =
File Action View Help
=200
=
& Computer Management ©5) '@ » Olvia-PC » Sites » Default Web Site 1 | & = = @ -
4 ff} System Tools —
[ . Task Scheduler Connections Actions
» @ Event Viewer 2 0 Default Web Site Home "
. g Explore
I | Shared Folders - = i o
» 8 Local Users and G| || 4" 5 OIME'D_C ) Filter: + % Go - G ShowAll | Group by: Edit Permissions...
Jgj Application Pools 7 | e
[ @ Performance e Edit Site
- a-[a| Sites ASP.NET A A
=4 Device Manager . DS TR v B
» @) Default Web Site| 2 & v
4 {35 Storage b '—& QQ 0 E‘—:\ Basic Settings...
=] Disk Managemen - - - e - —
4y Services and Applicat A tHNE_r tC INI'—?—t' .NPI:—I' Error al bl\:Ert MNET Profile View Applications
W Intonct Informat] uthorizat.. Compilation ages ohalization View Virtual Directories
% Services T \ q ‘E E~ : .
3 = =, =1 o - Manage Website )
&5 WMI Control D EV hE -! ab| "
MET Roles  .MET Trust  .MET Users Application Connection © Restart
Levels Settings Strings P Start
- = | >, = B Stop
d 5 @ & &
L “u Browse Website
Machine Key Pages and Providers  Session State SMTP E-mail Browse 80 (htp)
Controls —
Browse ":443 (https)
13 ~ .
Advanced Settings...
N
&% \%@ [ { Configure
Authentic... Compression  Default Directory  Error Pages ¥ Limits...
@ Help
< > |[ < o > | [E]Features View |I7E Content View v

5. Click the Bindings navigation link on the right.
6. The Site Bindings window opens.
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Site Bindings ?

Type Haost Mame Port IP Address Binding Informa... Add...
htt 80 *

’ . . Edit...
net.pi...
net.tcp 808: Bemove
net.m... localhost
S, localhost Browse

7. [If there is no binding of HTTPS type in the Site Bindings window, click Add.
2. The Edit Site Binding window opens.
3. Inthe Type box, select https.

Edit Site Binding ?

Type: P address: Port:
All Unassigned v| |443 |
Host name;

[ Require Server Mame Indication

S5L certificate:

| |
Mot selected V| I Select... I View...

4. Next to the SSL certificate drop-down list, click Select.
The Select Certificate window opens, where the list of existing certificates is displayed.

6. Inthe Select Certificate window, select the certificate generated for the Management Tool and

then click OK.
Select Certificate ?
Search:
|
Issued To Expiration Date Friendly Mame Cert View...
olivia-pc 9/22/2015 3:00:00 AM My_cert Pers

In the Add Site Binding window, click OK.
8. Inthe Site Bindings window, click Close.

Now the Internet Information Service is fully adjusted and you can start installing the
Management Tool.
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